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MEMORANDUM FOR: Deputy to the DCI for the IC

SUBJECT

1.
problem-assigned to-you‘by'the-DCI-following-his‘discussion
ith-the PFIAB. .on..7..August.

2.
the text indicates, itewild-need-to-be fleshed -out=in
numerouswpiaoes@wprobablymbyuuseﬁeﬂwaw$a%kwforéeu No one
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USecrecyt-Paper

A%%athedwiﬁm&wproposednapproaehthM®hewﬂseereey"

This is a rough first cut at an approach, and as

else has read this draft, so it-does-nob.reflect-any.Jeconsensus. "

3.

In view, during the discussion at the

PFIAB meeting, the-Det-seened.bo.favor-arn~incremental apprgach
to the problem, whiiawﬁeyﬁﬁéémﬁﬁlABmmemberﬁboamew@utWianavor

Qf“draStiC“changeminﬁthegglassif;gation[cgmpartmentﬁsyﬁﬁams.

b,

What I have sought to do is outline the approach;

fill in part of the text, and included samplings of the idegas

which I suggest that you discuss with the DCI to ascertain
whether this ig the kind of a paper he had in mind.

Attachment:
as stated

D
L 25X1
Major_General, USAF (Ret.)
Chief, Coordination Staff, ICS
MORICDF Pdges 1thru g ]
25X1
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THE. APPLICATION “OF~SECURITY~CLASSTFICATIONS
ANR..COMPARTMENTATION.  IN. . INTELLIGENCE. ACTIVITIES

RROBLEM ‘ . '.

To.assessthe dontinued valtdity of-the -existing syste

7

=

Qf.elassification (as provided by E.0. 11652) and. the compart-
mentation systems utilized by the U.S. Intelligence Community

in view of the changing political and social U.S. attitudes
toward secrecy 1in government, and-to-recommend._such. changes
ga~the~Directon.of..Central Intelligence, could SPQNSOn.

BACKGROUND
1. This paper responds to a request made by the PFIA]

at the next PFIAB meeting in October. PFIAB concerns relat
to.the-recent spate of'disclosures of sensitive intelligenc
information--as indicative that the current classification/
compartmentation system 1is not working.

3
at its 7 August 1975 meeting that the DCI address this problen

2. PFIAB expressions: of. a need for &’ new: look at: the
clas%1f1catlon/compaftmentation picture relate to a widespr
concern with."secrecy. in government"™ reflected in numerous
recent publications.*¥

FOUNDATION OF 'THE ‘PRESENT SYSTEM: - E.0. 11652

3. The opening three paragraphs of E.O0. 11652, "Clas
tion and Declassification of Natlonal Security Information :
Material," dated 8 March 1972, present the philosophy of ths
existing system:

® In addition to magazine articles, newspaper columns an

statements by Senators and Congressmen, three books which

illustrate the kinds of cr1t¢01sms belng publicly expressed
are:

' ' |
Government Secrecy, Hearings before the Subcommittee on

sifica-
and

wy

=

Intergovernmental Relations of the Committee on Government

Operations, United States Senate, 93rd Congress, 2nd

Session, on 5.1520, S.1726, S.2451, 8.2738, S.3393, and

S5.3399, May 22, 23, 29, 30, 31 and June 10, 1974 (908 pg.)

sSecrecy and Foreign Policy, Edited by Thomas M. Pranck

and

Edward Weisband, Oxford University Press, 1974 (453 pg

)

None of Your Business: Government Secrecy in America,

Edited by Norman Dorsen and Stephen Gillers, Penguin
Books, 1975
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"The Interests of the Unlted States and its citizens
are best served by maklng information regarding the
affalrs of the Govermment readlly avallable to the
public. Thls concept of an informed cltizenry ig
reflected in the Freedom of Information Act and in
current public information policies of the Executilve
Branch.

"Within the Pederal Government there 1s some official
information and material which, because 1t bears directly
on the effectiveness of our national defense and the

conduct of our foreign relations, must be subject to

some constraints for the security of our Nation and th
safety of our people and our allies. To protect againi
actions hostile to the United States, of both an overt
and covert nature, 1t 1s essential that such officilal

information and material be gilven only limited dissemin-
ation.

Vi
t

"This official information or materlal, referred to as
classified information or material in thils order, 1s
expressly exempted from publlc disclosure by Section
552(b)(1) of Title 5, United States Ccde. Wrongful
disclosure of such informatlion or material is recognized
in the Federal Criminal Code as providing a basis for
prosecution.”

i, Definitions of security classificatlon categories
in E.O0. 11652 are as follows: _ !

Top Secret: "mational security Iinformation or

' materlal which requilres the highes!
degree of protectlon. The test for
assigning "Top Secret" classlification
shall be whether 1ts unauthorized
disclosure could reasonably be
expected to cause exceptionally grave
damage to the national security.” .

5 <1

(Among the examples the E.O.
ciltes are "the compromise of
complex cryptologle or communica-
tions intellligence systems; the

revelation of sensitive intelli-
gence operations...")
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Secret: "national security information or
material which requires a substantial
degree of protection. The test for
.assigning "Secret" classification shall
be whether 1its unauthorized discldsure
could reasonably be expected to cause
serious damage to the national security

(Among the examples the E.O0. cites
, are '"revelation of significant
intelligence operations...")

Confidential: "national security information or material
which requires protection. The test for
assigning "Confidentilal" classification
shall be whether its unauthorized disclosure
could reasonably be expected to cause
damage to the national security."

5. "National Security" in all of the foregoing deflnitions
1s used in the collective sense of "the national defense or!
foreign relations of the United States. : ,

6. The special compartmentation systems which organizations
of the Intelligence Community have used as tools to protect
particularly important or particularly sensitive information
by controlling its dissemination and access are based on Twg
sources of authority: : ;

a. The provislion of the National Security Act of
1947 which charges the Director of Central Inteliigence
with the responsibility for protectlng intelligence
sources and methods (which is also reflected in NSCID
No. 1), and

b. Section 9 of E.O0. 11652 which provides:

"Special Departmental Arrangements. The
originating Department or other appropriate
authority may 1mpose, in conformity with the
provisions of this order, special requirements
with respect to access, distribution and ,
protection of classified information and
material, including those which presently
relate to communications intelligence,
intelligence sources and methods and crypt-
ography."

; 1
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DISCUSETOH

7.  ProblemWith"tRc* scsir Y ¢TAE s rivdtdon Sy sten

a. While’problems-of seelrity-c¢lassification
undQubtedlyhapplywtbivaribu%ﬂkihds‘Of“hatiOnal“security
Information or materialother than thoSe with which the
Intelligence Community-1s-concerned,  this paper deals
only with. those which:relate to 1ntelligence and which)|,
in some instances, are peculiar to 1nue]1igence~—such
as the- protection .of -sensitive.sources-and methods.

b. Critidoswof~eclassificationy .as~used-by-intelli-

gencesorganizations, cite.the. following:

(1) There.are:no.objective:standards to guide
the classiflers and personal Judgment plays too
large a role. Owereclasssifidation tends ‘to be the
Bdmostednevitablesresult.

(2) Thewsystem: 1 not’ enfdérdéable, as
evidenced by numerous "unauthorized disclosures,"
a continuing inabillity to identify the sources of
leaks, and a failure or inability to impose sanctions
even 1f the source of the leak 1s identified.

(FLESH-OUT“WTTH MORE *CRITICISMS)

c. Supporters. of.the existing- clas51flcation
system .emphasize:

(1) Despitenits shortcomings,-the present
system -lmposes a sense of discipline, both on
members. of the Intelligence Community and on-the
reciplents of the information.

. (FLESH+QUT. WITH -MORE.DEFENSES) -

8. Problems with.the Compartmentation.Systems

a. Critics of the existing systems of compartmenta-
tion cite that:

(1)=*Gompartmentation.is.excessiveliuséd, with
the result that often times those who require the
information cannot have access.

(2) The.unauthorized.disclosuresof .even. highly
compartmented information demonstrates that rigildly
applied "need to know" criteria does not prevent
exposure of data the Intelligence Community considers
particularly sensitive.

(FLESH OUT "THE"CRITICISMS)

¥

4
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b. Supporters.of the use of compartments. ko
restrict-disseminatlon and access to sensitive
information argue:

(1) Protection of truly sensitive - sources
and methods-—and the resultant information~-is of
Such importance that it Justifles the effort
even. though experlence has shown this i1s:nad
guarantee against . exposure.

(2)* Proper application of the "need to know/
criteria.can ensure that those who require the
3nformatlon will have access to it.

(FLESH OUT THE SUPPORTING ARGUMENTS)

9. Eacters~Considered.in.Developning Alfernative
Approaches::..
a. The requirement to protect sensitive intelli-

gence sources and methods 1s both real and imperative-
whe . problem ds:to..assure-that- the. classification/

,,compartmentallzatlon process is- applied only.to that
*iwhlch really needs. to be, and ftruly must be, protccted.

b. TheweToak ¢t elas st rivatien developed over the
past 30 years, however Justified it may have been, neegds
adjustment. to. the realities of the mid-1970"s worldr-
but. adgustment with which the Intelligence Community
can.function effectively. The "that's classified"
admonition now carries less weight and is accorded lesgs
support than has been the case during the developmental
period of the U.S. Intelligence Community. Questilons !

Las-to 'why'oop:!fiop what reasontineedoko hessquarely
faced..

it i : ;

c. Conslderations..of. "need fo.knowl.must.be ‘
addressed in terms of a.deliberate-balance~beétween. the
regulrements.of.sophisticated users of the intelligence
product and. careful--examination of. what: dintelligence
sources..and.methods. truly .need protection. !

d. The.-public's."right to know".has. spokesmen
who..today-are more persuasive in many- instances than
those-who -would-defend a-.pervasive intelligence~ ‘classifica-
tion and ‘compartmentalization structuré.
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e. The present.system-of-top secret-socret- :
'confidentlal clagsificationgslis-deeply-ingralned 1in
not only the Intelligence Community, but in the
government as a whole as well, and anyvattemptte
"tinker!..with existing” definltions probablyswonldsbe

ungyoductiyg_

e ﬂww|wm«

i
JOE. Therg.ds need,’ s howevers T e IEFTHT e
crsteri&~for the: appllcatlon”cf elassitleatton eategoriesy
Present guiddnce allows too much leeway and depends more
thar it should on judgment factors which vary from one
classifier to another The  factdP™ o human“lidgment
. cannot-bereliminatedysbut thetuncertadntyfactor. .could

Dpesnarroweds bnguidancerwhlchﬂlscqultewagmhxflg An.
naturs.
g. "Nabdonglxsgecurity! as now defined in E.O.

11652 1ﬁmnotmneeessarilymbhewonly#basismﬂoﬁvthe

polassification-or~official: information. JLNattonal
melfarell.asAnfluenced. by, . 1ntolligence NoYoih fgrelgn CNergy
developments, foreign resource use, changes’ in the- world
physical- environment,:etcv may-also.provide~a basis: for
.application of- securlty elassificatlons,

5

h. Whatever system of classlificatlon is applie
by the Intelligence Community to its finished product
must be one which the users of intelligence recognize
as being useful, necessary and logical.

[92)

i. Nothing-shortrofrasbaslvreverhaul-of the
compartmentation.system,«with-its multiple-usevof
eodewords,.ds.likely.ta.satisfy.the ceriticsofisthe
present -system among the:- rpcipients of+intelligence
products.

J. Somesstatutoryrméans ol applying: eriminal
sanctions . to-persons:who are responsible~for -unauthorized
q;nglqsure of classlfied information would.probably :

- enhance -the: dioc1plinary effect of-both: olassif¢catlon
and, .compartmentatlon: systems.

10. Actiondptidhs

m

a. THESST A SCFIEREYon rsmpattentiat on . problem
nowconfrénting: theIntelllgence. Community..can.be
addressed in terms of.action-options:which are elther
inerementalior major .in_ scope. The following-cptions
gmﬁwgroupedma@cordlngly The basic tenet 1s that the
Community 1s not in a position to "stand fast" on
past and present procedures and practices It must,
in one way or another, reflect the changing U.S. concepts

6
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of "national interest" -and "national secufity" or risk

statutory or other reactions which might impose

1imitations or changes which the Community 1is better

advised to accomplish on its own initiative.

hwama&navemanxaiugpﬁxmnm ‘

pw:\g;:m6«5(gﬂ A
spec]

(1) Without..chan ge.in.the.existing. BONOR
&h@mQQI@QQHld@iSSUEmagﬂ@WﬁDCID,pﬁQXigiﬁg |
= %ﬁlcwguidanceWfpr»xh@,applicatiqnﬁnf;QQCh_
the existing securlty .catepgories. Such~a~DEID
wﬁﬁld;bé;asmde£ini@;yaﬁggﬂxhemounrantmﬂsbate of
xbﬁharxm%makesmpessiblﬁMinmliatingmbhoseatypes of

‘of

imformation.bo:whichwa;olassifioationaafatopwsecr3t,
Secret;orxconfidential.applies,,uWidofdisseminatiDn

Qfaﬁuqhﬁa_iistfofwexamplesfwou

1d: provide better

Sﬁl@anegwxhan@isﬁngwwavailablemtawthosewintelligence

officerswwho*are“authorized-to&classify-materials

information.

e

(2) EhewDCImcoulduindicataﬁawreoogniti@n«@f

wQQmplaintsﬁwhichwhaveubeen-addressedgtoxtheLcurrent

application Qf_pompartments,to-variousvkinds,of

intelligence,informationvand-intelligencesprojeots
by:-issulng a new- DCID Whichnwould.provide.guidance
aswtoathe“circumstances»under‘Which.adoption”of~a

cbmpartmented.approach-iS‘justified,andwlisb the

e@ixsﬁiawwhichgﬁhould;bemapplied«inmdecidlngﬁwngiper

Qr,notacompartmentationﬁiquggg;red.

(3) Th@mDGImcguldwsolicituaotive«supportufrom

departmental,secretaries.who have intelligence
pgsponsibilities;toglend impetusﬁto,his%ongoing
eﬁforts.tofobtainwstatutory,authorizationrfop_the

\J

application'ofucriminal~sanctionsfagalnstmpersonnel

responsiblewfor;thegunauthorized disclosupg;of

qlassifiedwintelligencﬁninformapion.
-iFLESH,OUTWEHEQINCBEMENTAL@QPEIQNS)

c....Opkions for ma jor change

e

,w(l%wwE@?mulaﬁéﬁ&%ﬁewgappr@achgt@g@hg%mpp1iCation
Sdeword  ompartments which would eliminate the

uﬁ%“ﬁT“ﬁﬁ&éWdfd§fdﬁ*ﬁIl“finishedvintelligenceuproducts
and- depend on ﬁhe“c133s1ficatioﬂvof+thewpaperw1tse1f
to*ihdiéaté”ﬁhefaegréé“ﬁf“sensitivityaofﬁthé;informa—

tdon. QQdGMQrdsmwouldetill”bé”dsedvwithingthe

Inhq}lig@ncg_Community%on»raw~informatipnhrgponrafand
on draff papers to assist analysts who need to be
awaré“of the source of-particular1informatianma?fa
me&sureéoﬁ%thewdegreevOfxcredenceﬁwhiCh“Cahwb€“g;Mep

to -the dita

| 7
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(2) (This would be. the new proposad.on:
cqmp@x$mentéliiationﬁwhichhis,being:develpped by
Robert..Taylor, Lxecutive Secretany.of, the USIB
S@Eup%&m_CQmmittee.) e

- . TRt
e AR Ll

(3) LimdtrtHe e g SONPartmeHt todewords
oglyﬁﬁowoperationa1+aspectsmdpraTticulaﬁly
ﬁﬁnﬁitiyemprojEcts,mandfrequiré*DCI“ﬁ@pﬁoval,
With.the -advice-of the USIB;«for-the establishen
oimanymﬁodGWOPd~compartmentedfaudé%awlist.

() De&imihwﬁbywissuancewoﬁwawn@wﬁDng,
p@;&&@u&ﬁrﬁkiﬁdﬁméf”iﬁﬁéIfigéﬁﬁéwiﬁ@@rﬁﬁtianwor
prguﬁtsgto@whiqh;no;sﬁcurity;classifieationmis
to bpHapplied,_e.g.,,information&relating*to
q%xg;ggwgntgﬁinbbasic:science.

{TO-BE-FLESHED, :QUT -WITH. OTPHER-OPTIONS.)

Rﬁ@@mm@nﬂﬁﬁwﬂClmﬁQMﬁﬁﬁ%CouﬁﬂeSW@ﬁw%mtion

(?QWEENDEMELQEEDwFROMsGONSIDERATIQNHOF;THE
ﬂﬁR&GUSMﬂBTERNATIVESﬁDESCRIBEDWIN*PARAGRABH«

SECRET
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